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Information Security Management System

In Alignment with ISO/IEC 27001:2022
Sectrol Security — Leadership in Regional Victorian Security Since 1979
Introduction

Sectrol Security is a third-generation, family-owned security business based in Ballarat, Victoria.
Since 1979, Sectrol has protected people, property, and communities across Ballarat, Geelong,
Bendigo and South-Western Victoria.

For over 45 years, our focus has been on delivering high-quality, integrated security services with a
strong commitment to customer service, community safety, and operational excellence.

In a market sector when specialization is the norm, Sectrol remains one of the only fully integrated
security business in Australia. Unlike most other security companies (particularly smaller to medium
size enterprises), Sectrol offers design, installation, repairs and maintenance of security systems,
CCTV and access control. Sectrol also provides programming and engineering support, 24/7
monitoring from an A1-graded monitoring centre, rapid alarm and duress alarm response, patrol
services, welfare checking, and static guarding.

We support a broad and diverse customer base including commercial, public sector and residential
customers. Our expertise extends across all market sectors including commercial businesses,
manufacturing, agriculture, renewable energy, education, health, public sector and municipal
services, social welfare, aged care and residential housing.

In 2021, we undertook the most significant transformation in Sectrol’s history supported by the
company’s first Strategic Plan. This Plan resulted in a three-year capacity building program,
underpinned by a complete redevelopment of our systems architecture. This capacity-building
initiative has prepared our business for the future and strengthened the reliability and
responsiveness that our customers have always counted upon.

As our business has grown, so too has our responsibility — not only to our clients and our staff, but
to the environment in which we all live and work.

In recent years, we have also embraced digital transformation to strengthen our foundations and
reduce our environmental impact. This included significant investment in:

e Patriot Systems: a state-of-the-art security monitoring platform

e Ascora: CRM, project management, stock control, job management, and field service
delivery package

e Anintegrated rostering, time & attendance and payroll system

e Anewfinance EPR: Microsoft Dynamics 365 Business Central which has been designed to
consolidate data from the other operating systems and provide financial reporting and key
data analytics.

These new systems, supported by the ongoing review/development of policies and processes, how
underpin a robust and continually improving Information Security Management System (ISMS),
aligned with ISO/IEC 27001:2022.

Sectrol’s ISMS is built upon a foundation of six (6) principal pillars.
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1. Commitment to Information Security

Our commitment to information security is rooted in the values that have guided our family business
for over four decades — integrity, trust, and service.

We recognise that information is a critical asset to our customers, employees, and partners, and we
are committed to protecting it throughout its lifecycle.

Our ISMS framework ensures:

Confidentiality: protecting sensitive information from unauthorized access
Integrity: safeguarding data from alteration or corruption

Availability: ensuring systems and information are accessible when required
Accountability: maintaining clear responsibility and traceability for data handling

Compliance: adhering to legal, regulatory, and contractual obligations

2. Scope of the ISMS

Our ISO 27001-compliant ISMS covers all systems, services, and processes involved in the delivery
of our core security offerings, including:

Alarm monitoring and CCTV services (Patriot Systems)
Installation, repair, maintenance and remote support

Alarm response, patrols, cash collections and static guarding
Customer service, CRM and data management

Job management, assets, and stock control (Ascora)

Rostering, time & attendance, and payroll (with HR compliance)
Financial ERP (Microsoft Business Central)

Adherence to key company policies including but not limited to the Delegations Policy,
Privacy Policy and Customer General/Special Terms and Conditions

Legal compliance including accreditations, business licenses and insurances

The ISMS also extends to our staff, contractors, suppliers, digital service providers and external IT
consultants who interact with or process company data.
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3. Risk-Based Approach

We follow a structured risk management process to identify, assess, and mitigate information
security risks to an acceptable level. Our risk framework ensures:

e Identification of assets and their associated risks

Evaluation of threats, vulnerabilities, and impacts
e Implementation of appropriate risk treatment plans
e Ongoing review and refinement of controls as risks evolve

This approach allows us to proactively manage cybersecurity, physical breaches, insider threats,
data leakage, and system failures — while maintaining operational continuity and regulatory
compliance.

To strengthen our approach to cyber and information security risks, we engage experienced external
Information Technology consultants. This company has been supporting our business for over a
decade. In addition to regular risk and compliance management, our IT consultants conducta
comprehensive annual review and audit of our IT systems and cyber security posture. Their
assessments provide formal reports on our IT and cyber compliance, which are also submitted to
our insurers. This independent verification helps to manage our cyber threat insurance premiums
and provides an external layer of assurance that we are aligned with best practices and emerging
threat landscapes.

4. Controls, Policies, and Technology
Our ISMS is supported by a comprehensive suite of controls, documented policies, and secure
technologies. These include:

e Access control policies and multi-factor authentication (MFA)

e Secure configuration of all systems and software

e Encryption of sensitive data in transit and at rest

e Physical security of facilities, servers, and hardware

e Risk management assessments

e Incident and near miss response and business continuity plans

e User training and security awareness

e Regular patching, monitoring, and vulnerability assessments
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5. Integration and Continuous Improvement

The ISO 27001 standard is not treated as a one-off project but as an ongoing commitment.

Our ISMS is integrated into the broader management framework of our business, aligning closely
with:

e ISO9001: Quality Management
e SO 45001: Occupational Health & Safety
e ISO 14001: Environmental Management

We conduct regular audits, management reviews, and gap assessments to ensure the continued
relevance and effectiveness of our information security controls. Feedback from staff, customers,
and audit findings are used to drive improvements and maintain a high standard of information
governance.

Additionally, ongoing collaboration with our external IT consultants forms an integral part of Sectrol’s
continuous improvement strategy. Insights from this collaboration help us identify vulnerabilities,
assess the adequacy of current controls, and adapt our ISMS in response to new cyber threats and
compliance requirements.

6. People, Culture, and Responsibility

Our people are central to our success. We invest in training, supervision, and leadership to build a
culture of accountability and awareness around information security.

All staff and contractors are required to adhere to our Code of Conduct and Information Security
Policy and are trained to report incidents, near misses or weaknesses promptly.

The management team takes ownership of the ISMS and regularly reviews its performance and
alignment with strategic goals.

Information security responsibilities are embedded in roles at all levels of the business.

Conclusion
Sectrol Security’s ISMS is a reflection of our long-standing commitment to excellence, security, and
community trust.

Through ISO 27001, we are ensuring that the data we manage is treated with the same level of care,
confidentiality, and professionalism that has defined our approach to physical security for over 45
years.
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